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Certificate Import Wizard x|

Welcome to the Certificate Import

Wizard

This wizard helps wou copy certificates, certificate trusk
lisks, and certificate revacation lists From vour disk to a
certificate store,

& certificate, which is issued by a certification autharity, is
a confirmation of your identity and contains information
used ko pratect data or ko establish secure nebwark
conneckions, & cerkificake skore is the system area where
certificates are kept,

To continue, click Mext,

< Back

Cancel |

@ @ JT3U <;<E

Certificate Import Wizard x|

File to Import
Specify the File you want to import.

File name:

E:\certificates|INotaryCertChain. pl 2| Browse, ., |

Moke: More than one cerkificate can be stored in a single File in the Following Formats:

Personal Information Exchange- PECS #12 ( PFX, P12}
Cryptographic Message Syntax Standard- PECS #7 Certificates (. P7E)

Microsaft Setialized Cerkificate Stare (L55T)

< Back I Mext = I Zancel

@ JT3U

9 %¢



¥

InfoNotary

"#$%&%$% '# ()*+,-./001234

,561513+27 81*

Certificate Import Wizard

Password
To maintain security, the private key was protected with a password,

x|

Type the passwaord Faor the private key.

Password:

[~ Enable strang private key protection, You will be prompted every time the
private key is used by an application if wou enable this option.

[™ Mark this key as exportable. This will allow wou to back up or transport your
kenvs ak a later time,

< Back I Mext = I Cancel |

V+..H12N ; @ J(T3U

Certificate Import Wizard

Certificate Store
Certificate stores are swstem areas where certificates are kept.

x|

Windows can aukomatically select a certificate store, or wou can specify a location For

{* Automatically select the certificate store based on the bype of certificate:

" Place all certificates in the Following stare

Zertificate store:
Browse, . |

< Back I Mext = I Cancel |
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Security Warning

'E You are about o install a certificate from a certification authority (CA) claiming to represent:
L

Infohatary CSP Root

]

Windows cannot validate that the certificate is actually from "InfoMotary CSP Root", You should confirm its arigin by contacting
"InfoMotary CSP Root", The follawing number will assist you in this process:

Thumbprint shal): 0446CEEE DAGI83CY SCEAZESY 64687C11 1544B744

Warning:
If you install this root certificate, \Windows will automatically trust any certificate issued by this Ca. Installing a certificate with
an uncanfirmed thumbprint is a security risk. If you click "Yes" you acknowledge this risk.

Do you want to install this certificate?

@

C 3G/*X02,53& ;
; @ S

Certificate Import Wizard

Completing the Certificate Import
Wizard

You have successfully completed the Certificate Import
wizard,

You have specified the Following settings:

Certificate Store Selected  Automatically determined by
Content PFx
File Mame E:\certificates\IMNotaryCertiCh

1] | i

< Back I Finish I Zancel

Y,5.G < B

%<




¥

InfoNotary

"#$%&%$% '# ()*+,-./001234 ,5661513+27 81*
&' () : A < B O =,821.163
M,5N1H. cC ?;; C ? @B<C
< ?
* +,% - +,% -"#3$!
=,821.163 [/3-11\ ; < B O <
. C =,821.163 M,5N1H. P ; Do ;
? F =,821.163 153(25(3 ]T0-12(2 @B<C < ; o ; ?
: ?S cc <
%" S . @ X =,821.163 | /3-11\
Q < CE < :<; A B<O ;0 @ <
@ : +881/53& <
i< C) _ ; < ?
S =,821.163[/3-11\ L C " all-. @ [03,15. @ <
R(8/2,37 @ R(33,5h.

options 21|

Preferences I Mail Setup I Mail Format I Speling  Security |Other I

Secure e-mail

[ add digital signature ko oukgoing messages

v Send clear text signed message when sending signed messages

[~ Request secure receipt for all 5{MIME signed messages
Default Setting: j Setkings. .. |

Secure conkent
@ Security zones allow wou to customize whether scripts and active

content can be rum in HTML messages, Select the Microsoft
Inkernet Explorer security zone to use,

£ane: Ie Restricted sites j £one Sethings. ..

Digital IDs {Certificates)

% Digital IDs or Certificates are documents Ehat allow vou to prove your
i identity in electronic transactions.

Import/Expart, .. | et a Digikal I, .. |

o] 4 I Cancel | Apply |
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i R(8/2,37 R(33,5b. J+*( ;A ()*+,- <

Change Security Settings d |

Security Setting Preferences

Security Settings Mame:

I jhon, dow@infonotary . com

Secure Message Formak: IS,I'MIME

™ Default Security Setting For this Secure Message Format

™| befault Security. Setting for all secure messages

Security Labels. .. | Tl Delete | Bassward,.. |

Certificates and Algorithms

Signing Certificate: I Choose. ., |

Hash Algorithm: I j
Encrvption Cerkificake: I Choose, |
Encryption Slgotithn I j

v Send these certificates with signed messages

I I Cancel

A @ KGIL( @ E < o

< ;< > < [c

select Certificate 7] x|

Select the certificate wou wank to use,

Issued bo | Issued by | Intended F... | Friendl name
jhon.doww@infonatary .com i-Motary Pers...  Secure Email... MWone

4| | i
| Ik I Cancel | WiewZertificate |
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Message settings Securiky
I@ Importance: I urru::l I % Change security settings For this message,
Sensitivity: I"-Ju:urmal Securiby Settings... |
Yaking and Tracking options
@ [ Use voking buttons: I j
[ Request a delivery receipt For this message
[T Request a read receipt For this message
Delivery options
%\ ™ Have replies sent ko: I Select Names., ., |
v save sent message bo: ISent Items Browse, .. |
[ Do nok deliver before: Ir'-.lu:-ne j IIIIIII:EIEI j
™ Expires after: Ir'-.h:une j IEIEI:EIEI j
Aktachment Farmat: IDEFauIt j
Encading: I.ﬁ.utD-Select j
Conktacts, .. | I
Cateqgaties. .. | I
N@B<C < EC < @O @ JH&
L @ ;<O C e(H @ [03,15. ~ @

R(8/2,37 R(33,5b.
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Security Properties

[ Encrypt message contents and attachments

¥ Send this message as clear kext signed

I Request secure receipt for this message

Security Settings

Security setking:

j Change 5

etkings. .. |

I <Aukormnatic =

—Security Label

Zlassification: I J

Policy Module: I«::Nu:une:: j L8] 0 =T |
w,

Brivacy [arks:

Ik I Zancel
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File Edit ‘Wiew GEES Message Help
; Send and Receive ¥
Creuate Mail o Synchronize Al
: Synchronize Folder
Folders Address Book..,. Chrl+5hift+6

%3] Outlook Express
=92 Lacal Falders

& Inbox

% Cgkbio: Windows Messenger r

512 Sent Irems
(& Deleted Ite

Message Rules r

Accounts, .,
B} Drafts Options. ..

@ < 0% @ 18!

Internet Accounts

|.-“-‘-.II | Mail | MHews || Directony Service|

Account Type Connection Bemove

= mail. datamas. bg il [default] Any Available -
Fropertie=s

1=
[l
[
-

Set az Default
Impart....

Expart...

Set Order...

Cloze
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2, 3 @ 21%!

*= mail. datamax. bg Properties

General | Servers Ennnectiu:un| Security |.-‘-‘-.u:|vanu:eu:|

Signing certificate

Select the zigning certificate belaw. Thiz will determineg the digital
|0 uzed when signing mezzages with this account.

Certificate: | . Select. |

Encrypting preferences

Select the encryphion certificate and algonthm. These are
inchuded with pour digitally signed meszages so otherz can send
encrupted mail to you with these settings.

Certifizate: | | Select...

Algorthr | 3DES v|

k. ] [ Cancel Apply
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1 < L <
Select Default Account Digital ID
Select the certificate wou wank ko use,
Issued ko Issued by Intended P...  Friendly na... = Expiration ...
E8 Milush Iv,.. InfoMotary ... Secure Ema... MNone
< | =
Ik ] [ Cancel ] [ Wiew Certificake ]
&" () ? S =,821.163 [/3-11\ ]TO 2(..
? ; =,821.163 [/3-11\

"W <;< C (- @O
> : ? : ( O0*+,-

@ 7?7 S

n @ 25 E @ . %6785 0%%325 &
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HiPath Slcurity Card AP

Pleaze enter the PIM far [nfaatany. il

OF. l [ Cancel ]
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. E iﬁ:}
L o |
General  Privacy  Conkent Tabs Downloads — Adwanced

General I Update ~ Security |

~ Protocols
W UseSsL 2.0
W Use TLS 1.0

W Use S5 3.0

~ Certificates

When a web site requires a certificate:

(' Select one automatically % Ask me every time

Wiens Certificates Rewocation Lisks Werification Security Devices

Ok I Cancel Help

@ < dNk+58(N ;< < R(8/2,37
@ e, (HK(23,6,8+3(.
L ? : ?

=1f,—+ aG/5N(2X,2N

Your Certificates I Other People's I Web Sikes I Authorities I

‘You hawe certificates From these organizations that identify wou:

=18l x|

| Securiby Devicel P.. | Setial Number | Expires On

Certificate Mame

Wig Backup Backup Al Delete
A @ 1*0123 ;o ? ; < S
< ) 1J13+27K(23KG+,50 %
L ; V+.HI2N; @ | c
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Password Entry Dialog

Please enter the passwaord that was used to encrypt this

certificate backup.

Password: I |

0].4

Cancel |

> A < —
i x|
?1 Successfully restored vour security certificabe(s) and private key(s),
........... v _
PRI TTEPETIOPIOees |
A < CE < < < FdI3G12,3,(.

£ Certificate Manager

Your Certificates I Other People's | weh Sites  Autharities |

You have certificakes on file that identify these certificate authorities:

=10l x|

Certificate Mame

~{-Maokary TrustPath Data Encryption A
-i-Maokary O Sign CA

~InfoMotary Registration Authorities Ca
~{-Makary TrustPath CodeSign CA
~{-Maokary TrustPath Yalidated Domain CA
~i-Motary TrustPath Yalidated Identity CA
~i-Mokary Company Q Jign Ca
~InfoMotary CSP Rook

~InfoMotary TTP Rook CA

~InfoMotary DYCS CA

~i-Mokary Financial Limited © Sign C4

Security Device

Software Security Device
Software Security Device
Software Security Device
Software Security Device
Software Security Device
Software Security Device
Software Security Device
Software Security Device
Software Security Device
Software Security Device
Software Security Device

LY N R o R I T = P L L= = P IO R TR
Wi Edit Imnpork Delete
k.
C < :1f’__+ < < (@] Kd&
@ < @ < _ ? @
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Edit CA certificate truskt settings x|

The certificate "i-Mokary Personal O Sign CA" represents a Certificate Authority,

Edit krust settings:

[ i This certificate can identify web sites, |

[ This certificate can identify mail users,

[~ This certificate can identify software makers,

(04 Cancel
: <
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[03,15.

x|
W 4|5 € @

General  Display  Composition | Privacy | Attachments  Advanced

Generall E-mail Scams | Anti-4irus | Passwiords — Security |

Manage certificates, revocation lists, certificate verification and security devices,
YWiew Certificates | Fevocation Lists | Yerification | Security Devices
(04 Cancel

@ < V2,k+87 ;< < R(8/2,37 ;
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Tabs Downloads  — Advanced

[03,15.

General  Privacy Cankent

eneral | Update  Security |

~ Praotacols

¥ UsessLz.o
v UseTLS 1.0

¥ Use s5L 3.0

~ Certificates

When a web site requires a certificate:

" Select one automatically % Ask me every kme

Yerification Security Devices

VWiew Certificates Rewocation Lisks

(] 4 Cancel Help

@ < dNK+58(N ;< < R(8/2,37
@ R(8/2,37 n(k,8(.
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_Io ]
Security Modules and Devices Details | Yalue I Log In
Lag Cnak

E=I NS5 Internal PKCS #11 Module
é---Generic Crypto Services
Software Security Device
= Builtin F.ooks Module

- Builtin Object Taken

Zhange Password

Load

Inload

Erable FIPS

(8]4

Q<<@ S @ @ ql+N

& Load PKCS#11 Device

Enter the information For the module you wank ko add.

=101 x|

Madule Mame: I InfoMakary PECS#11 Madule

>C C C< =IN-(J+*& E

Maodule filename: I Shsvstem3gisiecapll.dl Browse, .,
(a4 Cancel
A C

@ VCcKRp @ @ o)
Q R,(*(5. S MIIn[MRr.7.3(*"%r.,(8+0 N-
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P @ ; C< O < ; E< <@

Confirm x|

@ Are you sure wou wank to install this security module?
Module Mame; Infolokary PECS#11 Module
Path: CWINDOWS systema2isiecapl 1,4l

oK | Cancel
@ LW ; E< ;: ;<@ C<
alert x|
f'l A news security module has been installed
........... T—
oo eeees
< [c A C o ; ; <

% %<
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[03,15.

S aG/5N(2X,2N C " all-. @
options x|
T \.- I. r‘h‘
Gereral  Display Compasitian Privacy Atkachments  Advanced
izeneral I E-rnail Scamns I Arki-Yirus | Passwords — SEcurity |
Manage certificates, revocation lists, certificate verification and security dewices,
Wiew Certificates | Revvocakion Lisks | Yerification | Secgrlb;.-'Dewces
Il Cancel
@ < V2,k+87 ;< < R(8/2,37 ;
@ R(8/2,37 n(k,8(.
L ? aG/5N(2X,2N ?
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Account Settings il

E john.dow@infonotary.com
~Server Settings

~Copigs & Folders
~Composition & Addressing
~[Disk Space

~Return Receipts

~Security
=l Local Folders
‘. Diisk, Space
Cukgaing Server (SMTR)

To send and receive signed or encrypted messages, wou should specify bath a
digital signing certificate and an encryplion certificate.

~ Digital Signing
Ilse this certificate to digitalky sign messages vou send:

I Inforaotary Siemens:0EA7E408-2 167 -4e63 Select, .. Clear

¥ Digitally sign messages (by default)

~ Encrvption

Ilse this certificate to encrypt 2 decrypt messages sent to wou:

Select. ., i Clear

Defaulk encryption setting when sending messages:

{* Never (do nok use encrypkion)

{~ Required (can't send message unless all recipients have certificates)

~ Certificates

Wiew Certificates Security Devices
add Accounk, ..
Set as Defaulk
Remove Account
kK Zancel
@ @ R(-(83 n,b,3+- R,b5,5 b
> L@ <
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Select Certificate x|
=

Certificates: I InfoMatary Siemens:0EATS405-2167-4263-9494-763CF027EBES [66:93:9C:06: 75:DC: 7A:FF)

Details of selected certificate:
Issued to: DC=secemail-ca+CN=John Dowe+E=john dovw@@infonatary.com

Setial Mumber: 6B:93:9C: 06 78:DC: 74 FF
‘alid From 24, 7.2006 r. 16:39:00 to 24.7.2007 r. 16:39:00
Issued by C=BE+0=Infolotary PLC+DC=secemail-ca+Ch=i-Motary TrustPath Yalidated E-mail CA+OU=i-flatary

TrustPath Validaked E-mail CA
Stored in: InfoMokary Siemens

Ik Cancel
@ E < C) . < e
P @ i n,b,3+--7 .,b5 *(..+b(. X7 N (6+/-3& ;
@0 O @<;< @ <
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