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NHCTanauns n nanonssaHe ¢ npoAaykKTn Ha Microsoft

1. MHCcTanayusa Ha yaocTtoBeputenHaTta Bepura Ha HdoHoTapu

Mpean pa 3ano4yHeTe paboTa C BaWeTO YAOCTOBEpPEHME 3a eNeKTPOHeH noAanuc e
Heobxoanmo Aaa WHCTanupare 6a3oBuTE yAOCTOBEpPEHUS Ha NHdoHOoTapw.
YpooctoBeputenHata Bepura MOXeTe Ja Hamepute B aAupektopus “certificates” Ha
MHCTanaunmoHHUS AUCK unm B MHTEpPHET Ha aapec:

http://www.infonotary.com/site/files/INotaryCertChain.p12

1.1. Microsoft Internet Explorer

OnepaunoHHaTa cuctema Microsoft Windows nanonsea ueHTpasM3mMpaHO XpaHunuuie
3a CbXpaHeHne Ha yaoCTOBepeHus 3a efiekTpoHeH noanuc (umdposun ceptudmkatn). Bcnukn
nporpamu, n3nosssawm Kpuntorpadmsa nMmaT AOCTbN A0 TOBA XpaHunuuwe. NHcTanaumaTa Ha
yOOCTOBEPEHUS Ce MnpaBu 3a Tekywms notpebuten Ha Windows. AKO noBeye OT eAuH
notpebutenu M3non3eaT eaHa cucTema, TO MHCTanaumsaTa Tpsbsa Aa ce M3BbpLUM NOOTAENHO
3a BCEKU eAnH OT TAX.

3a pa wuvHcTanupaTte 6asoBuTe yAOCTOBepeHUs Ha MWHoHOTapu 3a aKTUBHUA
notpebuten Ha MS Windows HanpaBeTe CNeaHoTo:

OtBopeTe danin “INotaryCertChain.p12” OoT MHCTaNauMOHHMSA ANCK WK OT CalTa Ha
NHdoHoTapu. CTapTvpa ce nporpamMa 3a WHCTanauusa Ha yAOCTOBEpPEeHMUs, C ekpaH, noaobeH

Ha NoKa3aHWnda Ha cnegpallata CTpaHuua.
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Certificate Import Wizard x|

Welcome to the Certificate Import

Wizard

This wizard helps wou copy certificates, certificate trusk
lisks, and certificate revacation lists From vour disk to a
certificate store,

& certificate, which is issued by a certification autharity, is
a confirmation of your identity and contains information
used ko pratect data or ko establish secure nebwark
conneckions, & cerkificake skore is the system area where
certificates are kept,

To continue, click Mext,

< Back

Cancel |

N36epeTe 6yTOH Next > 3a ga npoabXuTe.

Certificate Import Wizard x|

File to Import
Specify the File you want to import.

File name:

E:\certificates|INotaryCertChain. pl 2| Browse, ., |

Moke: More than one cerkificate can be stored in a single File in the Following Formats:

Personal Information Exchange- PECS #12 ( PFX, P12}
Cryptographic Message Syntax Standard- PECS #7 Certificates (. P7E)

Microsaft Setialized Cerkificate Stare (L55T)

< Back I Mext = I Zancel

OTHOBO n3bepete Next >.
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Certificate Import Wizard X|

Password
To maintain security, the private key was protected with a password,

Type the passwaord Faor the private key.

Password:

[~ Enable strang private key protection, You will be prompted every time the
private key is used by an application if wou enable this option.

[™ Mark this key as exportable. This will allow wou to back up or transport your

kenvs ak a later time,

< Back I Mext = I Cancel |

OcTtaBeTte noneto Password npasHo u n3bepete Next >.
x|

Certificate Import Wizard

Certificate Store
Certificate stores are swstem areas where certificates are kept.

Windows can aukomatically select a certificate store, or wou can specify a location For

{* Automatically select the certificate store based on the bype of certificate:

" Place all certificates in the Following stare

Zertificate store:
Browse, . |

< Back I Mext = I Cancel

OctaBeTe MapkumpaHaTa no noapasbupaHe onuumsa 3a aBToMaTuyeH wu3bop Ha

XpaHunnuuie 3a yaoCctoBepeHunsa, B 3aBUCUMOCT OT TEXHUA TUM U M36epeTe Next >.
lMporpamaTta 3a MHCTanauuns e UHCTanmpa BCUYKKM YAOCTOBEPEHUSA OT BepuUraTta KaTo

e nomcka OT Bac NoTBbpxAaeHue caMo 3a 6azoBuTe (root) yaoctoBepeHuUs:
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Security Warning ]

'E You are about o install a certificate from a certification authority (CA) claiming to represent:
L
Infohatary CSP Root

Windows cannot validate that the certificate is actually from "InfoMotary CSP Root", You should confirm its arigin by contacting
"InfoMotary CSP Root", The follawing number will assist you in this process:

Thumbprint {shal): 0446C8EE 9AG983CY SCEAZESS B4687C11 15AART4A
Warning:
If you install this root certificate, \Windows will automatically trust any certificate issued by this Ca. Installing a certificate with

an uncanfirmed thumbprint is a security risk. If you click "Yes" you acknowledge this risk.

Do you want to install this certificate?

KpunTtorpadckute KoHTponHu cymun (thumbprint) nokasaHu B Te3n ananosm, moxere

Aa cpaBHUTe C Te3un, NybankKyBaHu Ha calita Ha NHdoHoTapu:

Certificate Import Wizard x|

Completing the Certificate Import

Wizard

You have successfully completed the Certificate Import
wizard,

You have specified the Following settings:

Certificate Store Selected  Automatically determined by
Content PFx
File Mame E:\certificates\IMNotaryCertiCh

1] | i

< Back I Finish I Zancel |

N3bepeTe Finish 3a ga ¢drHanu3mpaTe nNpoueca Ha MHCTanaumsaTa.
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3ab6enexxka: NHcTanaumsaTa Ha BaweTo YAOCTOBEPEHME B XpaHUIULLETO Ha Microsoft
Windows ctaBa aBToOMaTU4YHO Npu NOCTaBsAHE Ha CMapT KapTaTa B yeTeua u He e Heob6xoanmo

[la ro MHCTanmpaTe pbYHo.

1.2. Microsoft Outlook n Outlook Express

Microsoft Outlook w3nmonsea CcTaHOapTHOTO XpaHWIUWE 3a YAOCTOBEPEHUS Ha
onepaunoHHata cucteMma Microsoft Windows. AKO CTe M3MbAHWAW onepauuuTe OnNuMcaHu B
Touka “1. Microsoft Internet Explorer”, To He e Heob6xoAMMO Aa MpaBuUTE HULWO MNOBeYe, B

npoTnBEH cnyqaﬁ Ce€ra € MOMEHTAa Aa ' U3NbJIHUTE.

2. HacTtponka Ha noTpebutenckmna npodun B Microsoft Outlook

3a fJa Moxe jJa noAanucBaTe BallaTa M3XoAsilla efiekTpoHHa nowa Tpsibea Aa
acoummnpaTe notpebutenckus cu npodun (account) C yAOCTOBEPEHUETO 3@ efIeKTPOHEH
noAnuc, 3anMcaHo Ha cMapT-KapTaTa. ToBa CTaBa Mo CNEeAHUA HAUMH:

CrapTtupanTte Microsoft Outlook. OT MeHto Tools nsbeperte Options. N3bepeTe pasgen

Security n HaTucHeTe 6yToHa Settings

options 21|

Preferences I Mail Setup I Mail Format I Speling  Security |Other I

Secure e-mail

[ add digital signature ko oukgoing messages

v Send clear text signed message when sending signed messages

[~ Request secure receipt for all 5{MIME signed messages
Default Setting: j Setkings. .. |

Secure conkent

Security zones allow wou to customize whether scripts and active
content can be rum in HTML messages, Select the Microsoft
Inkernet Explorer security zone to use,

£ane: Ie Restricted sites j £one Sethings. ..

Digital IDs {Certificates)

% Digital IDs or Certificates are documents Ehat allow vou to prove your
i identity in electronic transactions.

Import/Expart, .. | et a Digikal I, .. |

o] 4 I Cancel | Apply |
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B noneto Security Settings Name nanunwete e-mail agpeca cu

Change Security Settings d |

Security Setting Preferences

Security Settings Mame:

I jhon, dow@infonotary . com

Led Lo

Secure Message Formak: IS,I'MIME

™ Default Security Setting For this Secure Message Format

™| befault Security. Setting for all secure messages

Security Labels. .. | Tl Delete | Bassward,.. |

Certificates and Algorithms

Signing Certificate: I Choose. ., |

Hash Algorithm: I j
Encrvption Cerkificake: I Choose, |
Encryption Slgotithn I j

v Send these certificates with signed messages

I I Cancel

HatncHete 6yToH Choose u n3bepeTe XenaHOTO OT BaC yAOCTOBEpPEHME, C KOeTO Le

noanuceaTte KopecnoHaeHumsaTa cu. MNMoTebpaete ¢ OK.

select Certificate 7] x|

Select the certificate wou wank to use,

Issued bo | Issued by | Intended F... | Friendl name

jhon.doww@infonatary .com i-Motary Pers...  Secure Email... MWone

4| | i
| Ik I Cancel | WiewZertificate |

Ako e wusbpaHa onuusata Add digital signature to outgoing messages, BcCsikO

M3npaTeHo cbobuieHme we 6bae NoanncaHo ¢ N3bpaHoToO yAOCTOBEpPEHME.
Ctp. 8 o1 24
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MmMaTe BBL3IMOXHOCT Aa M3Mos3BaTe CbLOTO YAOCTOBEPEHME U 3a AEKPUMNTUPaAHE Ha
CbobLLEeHMS M3npaTeHn KbM Bac. MManTe npeaBua, 4ye He BCUYUKKM YyAOCTOBEPEHMS MoraT Aa
Ce M3MoN3BaT 3a KpuUMNTMpaHe M AeKpUNTUpaHe. Te3n Bb3MOXHOCTU 3aBUCAT OT TMMNa Ha
BalLETO YAOCTOBEPEHME.

Mpn cb3gaBaHe Ha HOBO CboOLLEHME, akO B NpeaBapuTe/IHUTE HaCTPOWKM He e
n3bpaHa onuusaTa 3a ManpawaHe Ha noanucaHo cbobueHne (No nogpasbupatHe), we Tpabea
BCEKW MbT, KOraTo xenaete, Aa Ao0b6aBATE €NEKTPOHHMS CUM NOAMUC KbM AAAEHO CbobLieHue.

Tosa cTaBa No cnegHuUs Ha4YnH:

Message Options ied |
Message settings Securiky

I@ Importance: I urru::l I % Change security settings For this message,

Securiby Settings... |

Sensitiviky: I"-Ju:urmal

Yaking and Tracking options

@ ™ Use voting butkons: I j

[ Request a delivery receipt For this message

™ Request a read receipt for this message

Delivery options

%\ ™ Have replies sent ko: I Select Names., ., |
v save sent message bo: ISent Items Browse, .. |

I~ Donat deliver before:  [1one | [ao:no =l
I~ Expires after: [ricne | [poioo =l
Attachment Format:  |Default |
Encoding: | uto-select =]

Conktacts, .. ||
Cateqgaties. .. ||

Close

HeobxoomMmo e ga cTe B peXWM Ha Cb3gaBaHe Ha HOBO cbobuieHne (oT 6yToH New).
OT neHtaTta c 6yTOHM MM OT MagawoTo MeHw View msbepete Options. HatucHeTe 6yTOH

Security Settings.
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Security Properties ied |

[ Encrypt message contents and attachments

¥ Send this message as clear kext signed

I Request secure receipt for this message

Security Settings

Security setking:

j Change Settings. .. |

I <Aukormnatic =

—Security Label
Policy Module: I«::Nu:une:: j L8] 0 =T |
w,

Zlassification: I J

Brivacy [arks:

Ik I Zancel

N3b6epeTe onumaTa Add digital signature to this message n notsbpaete c OK.

Bcekn nbT, KOrato nsnpawarte nognucaHo cbobueHmne CMapT KapTaTa BU Tpﬂ6Ba Aa

6bae noctaBeHa B yeTeua. B MoMeHTa Ha u3npawaHeTo cuctemaTta we sm noucka MNMUH-koa

3a AOoCTbn AO KapTaTa.
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3. Hactponkun 3a nognmuceaHe npu Outlook Express

CraptupainTte Microsoft Outlook Express. OT meHto Tools nsbepete Accounts

¥8 Outlook Express

File Edit ‘Wiew GEES Message Help
; Send and Receive ¥
Creljate Mail o Synchronize Al
: Synchronize Folder
Folders Address Book..,. Chrl+5hift+6

%3] Outlook Express
=92 Lacal Falders

& Inbox

% Cgkbio: Windows Messenger r

512 Sent Irems
(& Deleted Ite

Message Rules r

Accounts, .,
B} Drafts Options. ..

N36epeTe pasgen Mail n HaTucHeTe 6yTOH Properties.

Internet Accounts

|.-“-‘-.II | Mail | MHews || Directony Service|

Account Type Connection Bemove

= mail. datamas. bg il [default] Any Available -
Fropertie=s

1=
[l
[
-

Set az Default
Impart....

Expart...

Set Order...

Cloze
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Cnep ToBa usbepete pasgen Security 1 HaTucHete 6yTOH Select.

*= mail. datamax. bg Properties

General | Servers Ennnectiu:un| Security |.-‘-‘-.u:|vanu:eu:|

Signing certificate

Select the zigning certificate belaw. Thiz will determineg the digital
|0 uzed when signing mezzages with this account.

Certificate: | i Select.. |

Encrypting preferences

Select the encryphion certificate and algonthm. These are
inchuded with pour digitally signed meszages so otherz can send

encrupted mail to you with these settings.

Certifizate: | | Select...

Algorthr | 3DES v|

k. ] [ Cancel Apply
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N3b6epeTe KenaHoTo OT BaC YAOCTOBEpPEHME, C KOEeTo LuWe foanuceare

KopecnoHaeuuaTa cm U notebpaete ¢ OK.

Select Default Account Digital ID

Select the certificate wou wank ko use,

Issued ko Issued by Intended P...  Friendly na... = Expiration ...

03.2.2010r,

E8 Milush Iv,.. InfoMotary ... Secure Ema... MNone

| >

|

Ik H Cancel ][ Wiew Certificake

3abenexka: BcuukM oOCTaHanu HacTpolhku 3a Microsoft Outlook Express ca

aHanorn4Hm Ha ropeonmcaHuTe 3a Microsoft Outlook.

3.1.Kak ga noanucBame e-mail cbobweHunsa:

MocTtaBeTe KapTaTa C umdpoBus ceptudukat B KaptoueTeua. CbCcTaBeTe HOB e-mail

KaKTo 06MKHOBEHO, €BEHTYaIHO nMpuKadarte u gannose.

HatucHete 6yToHa Sign E (nnn n3bepete ot Tools->Digitally Sign).

HatucHeTe 6yToHa Send. CnegBa npo3opel, B KoMTo TpsibBa ga ce Hanuwe PIN-a

Ha KapTaTa.

HiPath Slcurity Card AP

Pleaze enter the PIM far [nfaatany.

OF. l [ Cancel ]
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NHCTanauusa n nanonssaHe c NpoaykTn Ha Mozilla

\ Mpwn n3nonseaHeTo Ha NpoaykTu Ha Mozilla Tpabsa oa 3Haem, 4ye ce m3nonsea
i E AVpEeKTeH A0CTbN A0 CMapT KapTaTa, a He XpaHW/uLLe 3a YAOCTOBEPEHUSTA.
: Korato ycnewHoO cMe MHCTanupann yaoctoBepeHusta cum B Mozilla Firefox unm
Mozilla Thunderbird Hanpumep, HE TPABBA aa rm Tpmem oOT TaMm, Tbi KaToO TOBAa

ue agoeeae m A0 M3TpUBaHE Ha YAOCTOBEPEHMETO, 3a€AHO C 4YacCTHUA U

I'IY6J'IVI‘-IHMFI KJ1IOY OT cMapT KapTaTa!l

Mpean pa 3ano4yHeTe paboTa C BaWeTO YAOCTOBEpPEHME 3a eNeKTPOHeH MnoAnuc e
Heobxoanmo Aaa WHCTanupare 6a3oBuTe yAOCTOBEpPEHUS Ha NHdoHOoTapw.
YpoctoBeputenHata Bepura MOXeTe Ja Hamepute B aAupektopus “certificates” Ha
MHCTanaunmoHHUS AUCK unm B MHTEpPHET Ha aapec:

http://www.infonotary.com/site/files/INotaryCertChain.p12

1. lHCcTanauymna Ha yaocTtoBepuTenHaTta Bepura Ha VIHdoHoTapu

Mpoayktnte Ha Mozilla, pabotewm nog Windows, He manonseaT LEHTPaJM3MPaAHOTO
XpaHunmue 3a YAOCTOBEPEHMSI Ha ornepauMoHHaTa cucTtemMa. Bceku npoayKT wm3nonssa
COOCTBEHO XpaHuMAUWE 3@ YAOCTOBepeHMsi. ToBa Hasara oTAenHa WHCTanaumsi Ha
yAOCTOBepUTEsIHaTa Bepura Ha MIHpoHOTapu 3a BCAKO MPUIIOXKEHWE, KOETO Nosi3BaTe.

CHabpete ce c konme Ha ¢ann “INotaryCertChain.pl12” oT MHCTaNauMOHHUSA ANCK UK

oT canTta Ha NHdoHoTapw.

1.1. MHcTtanauuma B Mozilla Firefox

CrapTtupanTe 6pay3sbpa Mozilla Firefox. OT mMeHto Tools nsbepete Options.

Ctp. 14 o1 24
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x|

COTEE—
8 @ M & i

General  Privacy  Conkent Tabs Downloads — Adwanced

General I Update ~ Security |

~ Protocols

W UseSsL 2.0
W Use TLS 1.0

W Use S5 3.0

~ Certificates

When a web site requires a certificate:

(' Select one automatically % Ask me every time

Wiens Certificates Rewocation Lisks Werification Security Devices

Ok I Cancel Help

N36epeTe pasaen Advanced, noapasaen Security, KakTo € MoKasaHo Ha KapTMHKaTa u

HaTucHeTe 6yToHa View Certificates.
OT Ta3nm ToYyKa, NPoLEeCbT Ha MHCTanauusi Ha YAOCTOBEPEHWUS € aHasorMyeH M 3a

Mozilla Thunderbird.
1=k

Your Certificates I Other People's I Web Sikes I Authorities I

‘You hawe certificates From these organizations that identify wou:

| Securiby Devicel P.. | Setial Number | Expires On |E|

Certificate Mame

Delete

Wig Backup Backup Al

rnocodyete nNbTd A0 MWHCTaNaAUUOHHUA dann

Ha

HatncHete 6yToH Import wu

yAocToBepuTenHaTta Bepura - INotaryCertChain.p12

OcTtaBeTte noneto Password npa3Ho 1 HaTucHeTe 6yToH OK.
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Password Entry Dialog

Please enter the passwaord that was used to encrypt this

certificate backup.

Password: I |

X

0].4

Cancel |

Mpw ycnewHa UHCTanaums Ha yaAoCToBepuTeNnHaTa Bepura nsnmnsa cboblieHue:

x|

HoBonHCTanmpaHuTe ygoCTOBEPEHUS MOXETe Aa BuamTe B pasaen “Authorities”:

£ Certificate Manager

Your Certificates I Other People's | weh Sites  Autharities |

You have certificakes on file that identify these certificate authorities:

=10l x|

Certificate Mame

~{-Maokary TrustPath Data Encryption A
-i-Maokary O Sign CA

~InfoMotary Registration Authorities Ca
~{-Makary TrustPath CodeSign CA
~{-Maokary TrustPath Yalidated Domain CA
~i-Motary TrustPath Yalidated Identity CA
~i-Mokary Company Q Jign Ca
~InfoMotary CSP Rook

~InfoMotary TTP Rook CA

~InfoMotary DYCS CA

~i-Mokary Financial Limited © Sign C4

LY N R o R I T = P L

Wi Edit Imnpork

Delete

Security Device

Software Security Device

Software Security Device
Software Security Device
Software Security Device
Software Security Device
Software Security Device
Software Security Device
Software Security Device
Software Security Device
Software Security Device
Software Security Device

L= = P IO R TR

K

B npoayktute Ha Mozilla, 3a Bcsko yaoctoBepeHue Ha yaocToBepsiBalw, opraH (CA),

notpebutenat Tpsabsa na u3bepe HWMBO Ha JoBepue.

yAOCTOBEPEHME N HaTUCKaHe Ha 6yToHa Edit.

ToBa craBa upe3 wu3bop Ha
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Edit CA certificate truskt settings x|

The certificate "i-Mokary Personal O Sign CA" represents a Certificate Authority,

Edit krust settings:

[ i This certificate can identify web sites, |

[ This certificate can identify mail users,

[~ This certificate can identify software makers,

(s Zancel

TpsbBa Aa HanpaBuUTe CNeaHOTO:

3a yapoctoBepeHuneTo ,i-Notary TrustPath Validated E-mail CA” wusbepete
onuwusTa , This certificate can identify mail users”.
3a ypoctoBepeHueto ,i-Notary Personal Q Sign CA” nsbepete onuusata ,This

certificate can identify mail users”.
3a ypocrtoBepenueto ,i-Notary Company Q Sign CA” nsbepere onuusara ,This

certificate can identify mail users”.
3a ypocrtoBepenueto ,i-Notary TrustPath Validated Domain CA” un3bepete

onuwusTa , This certificate can identify web sites”.
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1.2. MHuctanaumsa B Mozilla Thunderbird
CraptupanTte nouweHckus knmeHT Mozilla Thunderbird. OT mMeHio Tools unsbepete

Options.
x|
F & 2|5 ¢ @
W A L)
General  Display  Composition | Privacy | Attachments  Advanced
Generall E-mail Scams | Anti-virus | Pasgwords — SECUrity |
Manage certificates, revocation lists, certificate verification and security devices
YWiew Certificates | Fevocation Lists | Yerification | Security Devices
(04 Cancel

N3bepeTe pasgen Privacy, nogpasgen Security, KakTO € noka3aHO Ha KapTuMHKaTa u

HaTucHeTe 6yToHa View Certificates.
OT Ta3m To4yka, NpouechbT Ha MHCTanaumns B Thunderbird e aHanormuyeH Ha npoueca

BbB Firefox. Mons BuxTe Touka , 1.1. MHcTtanauua B Mozilla Firefox”

2. NHcTanauus Ha xapayepeH kpuntorpadckmn Moays
3a na un3nonsBaTe BalleTo YAOCTOBEPEHME 3a €JIEKTPOHEH NnoANnnc B 6aBVIpaHVITe Ha

Mozilla nporpamu kato Firefox, Thunderbird n ap. TpsibBa aa perncrpmpate Kpuntorpadgckm
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PKCS#11 mMoayn cboTBeTCTBalW, Ha M3Mos3BaHaTa OT BaC CMapT KapTta. Heobxoammo e
npeaBapuTesIHO Aa CTe WHCTanuMpanu jApanBepa 3a KapTata 3a Aa npuUCTbnnTe KbM

perncrpauus.

2.1. Muctanauumsa B Mozilla Firefox

Craptupaiite Mozilla Firefox. OT meHto Tools nsbepete Options.

CUTEN— x
il S @ O 8

Gerneral  Privacy  Conkent Tabs Downloads  — Advanced

eneral | Update  Security |

~ Prokocals
¥ UsessLz.o ¥ Use s5L 3.0
v UseTLS 1.0

~ Certificates
When a web site requires a certificate:

" Select one automatically % Ask me every kme

VWiew Certificates Rewocation Lisks Yerification Security Devices

(] 4 Cancel Help

N3bepeTe pasgen Advanced, nogpa3sgen Security, KaKkTo € nMokasaHoO Ha KapTUHKaTa u

HaTucHeTe 6yToHa Security Devices.

Ctp. 19 o1 24



y

InfoNotary

yn.”MesaH Ba3zos” N216, eT.6, 1000 Codusa, Bvnrapus, Ten/dakc: (+3592)9210850, e-mail:support@infonotary.com

RI=TEY

Dekails | Walue Log Im

Security Modules and Devices
=1 MAS Internal PKCS #11 Module
é---Generic Crypto Services

“Software Security Device Change Passward

Lag Cnak

[=I Builtin Fooks Module
. Builtin Object Token Loz
Inload
Erable FIPS

(8]4

3a na nobaBuTe HOBO YCTPOMCTBO U3bepete 6yToHa Load

& Load PKCS#11 Device o [m] S

Enter the information For the module you wank ko add.

Madule Mame: I InfoMakary PECS#11 Madule

Maodule filename: I Shsvstem3gisiecapll.dl Browse, .,

O Zancel

MpomeHeTe nMeTo Ha moayna (Module Name), kakTo xenaere.
N3bepeTe PKCS#11 6ubnnotekaTta, CbOTBETCTBAlLLAaTa Ha Bawlata CMapT KapTa

3a Siemens ToBa e dpann WINDOWS\system32\siecapl1.dll
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Ako cTe ns3bpanu NpaBUIHUS MOAY/, We U3Nese Avanor 3a NoTBbpXaaBaHe, NogobeH

Ha MOKa3aHu4:
x

.@ Are you sure wou wank to install this security module?
Module Mame; Infolokary PECS#11 Module

Path: CWINDOWS systema2isiecapl 1,4l

I, Cancel

N3b6epeTe OK 3a noTBbpXKAaBaHe Ha onepaumsaTa no gobassiHe Ha moayna.

alert x|

A news security module has been installed

Cnep kaTto HatTucHeTe OK BawaTa cMapT KapTa e ce NOSBM B CMCbKa C AOCTbMHU

yCTpOiCTBa.
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2.2. MHuctanaumsa B Mozilla Thunderbird

Craptupainite Thunderbird n ot meHtoTO Tools nsbepete Options.

options x|
Y =, v S\
'y o
By 25 ¢ &
Privacy Atkachments  Advanced

Gereral  Display Compasitian

zeneral I E-mail Scarns I Anki-virus | Passwords — Securiby |

Manage certificates, revocation lists, certificate verification and security devices

i Security Devices

Wiew Certificates | Revocation Lisks | Yerification |

Ik Cancel

N36epeTe pasaen Privacy, nogpa3saen Security, KakTO € nokasaHO Ha KapTuUHKaTa u

HaTucHeTe 6yToHa Security Devices.
OT Ta3m Touyka, NpouecbT Ha MHCTanauusa B Thunderbird e aHanormyeH Ha npoueca

BbB Firefox. Monsa BuxTe Touka ,2.1. MHcTanauma B Mozilla Firefox”
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3. HacTpomnka Ha notpebutenckmsa npodun B Mozilla Thunderbird

3a pga MOXe pga rnoanucBaTe BawaTa WM3XOAsWa efleKTpoHHa nowa TpsibBa Aa
acoummpaTte noTtpebutenckms cu npodwun (account) C yaAOCTOBEPEHMETO 3@ eNeKTPOHEeH

noannc, 3anMcaHo Ha cMapT-KapTaTa. ToBa CTaBa No cnegHus HauYnH:

N36epeTe MeHio Tools > Account Settings > Security, KakTo e nokasaHo:

Account Settings il

E john.dow@infonotary.com SECLII‘it'-,r'
~Server Settings

To send and receive signed or encrypted messages, wou should specify bath a
digital signing certificate and an encryplion certificate.

~Copigs & Folders
~Composition & Addressing

~ Digital Signing

~[Disk Space

~Return Receipts Ilse this certificate to digitally sign messages you send:

~SECurity I InfoMotary Siemens:0EA7S408-2 167-4e63 Select. .. Clear
=l Local Folders

‘.. Disk Space I¥ Digitally sign messages (by default)

Cukgaing Server (SMTR)

~ Encrvption

Ilse this certificate to encrypt 2 decrypt messages sent to wou:

Select. ., i Clear

Defaulk encryption setting when sending messages:

{* Never (do nok use encrypkion)

{~ Required (can't send message unless all recipients have certificates)

~ Certificates

Wiew Certificates Security Devices

add Accounk, ..

Set as Defaulk

Remove Account

Ok, Zancel

N3bepeTe 6yToHa Select... oT rpadara Digital Signing.

MosiBsiBa ce nNpo3opeLl 3a M360p Ha yAOCTOBEpPEHME:
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Select Certificate x|

Certificate: I InfoMotary Siemens:0EATS405-2167-4e63-9404-7EECF0Z7EBES [66:93:9C: 06, 75:DC: 7R FF) j

Details of selected certificate:

Issued to: DC=secemail-ca+CN=John Dowe+E=john dovw@@infonatary.com
Setial Mumber: 6B:93:9C: 06 78:DC: 74 FF
‘alid From 24, 7.2006 r. 16:39:00 to 24.7.2007 r. 16:39:00
Issued by C=BE+0=Infolotary PLC+DC=secemail-ca+Ch=i-Motary TrustPath Yalidated E-mail CA+OU=i-flatary
TrustPath Validated E-mail Ca
Stored in: InfoMokary Siemens

Ik Cancel

N3bepeTe, XenaHOTO OT Bac yAOCTOBEpeHMe OT cMapT-KapTata u norebpaete ¢ OK.

Ako e wusbpaHa onumgaTa Digitally sign messages (by default), Bcsko wunsnpaTeHo

cbobweHmne we 6bae NnoanncaHo ¢ n3bpaHoTo yAOCTOBEPEHME.

Thunderbird we BW npeanoXxwu Aa W3NoON3BaTe CbLWOTO YAOCTOBEpPEHME WU 3a
AEKpUNTUpPaHe Ha CbobLEHUS U3NpaTeHM KbM Bac. AKO OTKaXXeTe MOXe Ja 3ajafete
yAOCTOBEPEHME 3@ AEeKpuUNnTUpaHe Ha eneKTpoHHa nowa oT Select B rpadarta Encryption.
MmaliTe npeaBua, Ye He BCUYKM YAOCTOBEPEHUS MOraT [a Ce WM3MNOoJ3BaT 3a KPUMTUpaHeE wn

AekpuntupaHe. Te3n Bb3MOXHOCTM 3aBUCAT OT TUMNa Ha BAWeTo yAOCTOBEpPEHUe.
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