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l. CucteMHu nancKkBaHus

® KowmnioTbp - 32 6utoB x86 npouecop

® Linux aapo 2.4.21 unu no-HoBa Bepcus
® (libc Bepcusa 2.3.3 vnu cnegpalda

® PC/SC Lite Bepcua 1.2.0 nunu cnegsawa
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2. MHcTanupaHe Ha gpavuBepu 3a YeTum

YeTtumTe 3a cmapT-kaptm Ha Omnikey npegnaranun ot MHdoHoTapu ALl noa Linux
ce nogabpxat oT cBobogHuaT gpamBep CCID, KOMTO € BKMOYEH B MOBEYETO
nonynapHu anctpmbyuuun. B Debian n 6asmpaHnte Ha Hero gucTpmbyummn naketa ce
Hapwuya libccid. Ako B n3nonasaHata ot Bac guctpmbyuusa ccid nuncea, MoXeTe aa ro
HamepuTe Ha canta Ha ACS mwnn B
anpexTtopus Drivers/Linux/CCID gncka. Yetunte ACS He ce nogabpxat ot CCID, Ho
3a TAX CbLO MMa cBobOAEH ApaviBep KOMTO MOXe Aa HaMepuTe Ha CrieqHuaT agpec

nnu oT
anpekTtopus Drivers/Linux/ACS gucka. Te cblwo ca BkntoveHn B Debian n Ubuntu,
KaTto mmeTo Ha naketa e libacr38u. Cnepg wvHcTanaums Ha gpavieBepa TpsibBa aa

pecTapTupare pcscd geMoHa.

Benexkun cneundunyHn 3a otaenHnTe YeTum:
® Omnikey — CardMan 3021 n CardMan 6121 ce nogabpxat ot ccid

Bepcua 1.0 n no-Bmcoka.


http://pcsclite.alioth.debian.org/ccid.html
http://www.acs.com.hk/download/ACR38_LINUX_100709_P.tar.gz
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3. UHcTanupaHe Ha gpanBepu 3a CMapT KapTta

PasapxunsupaniTte tar apxuBa
.HiPath_Slcurity Card_ APl V3 1 010 Linux.tar.gz“, B rnaBHaTta AWpeKTOpUa Ha
Bawara Linux wHcTanauusa. MoxeTe p[a ro HamepuTe B OUpeKTopusiTa

Drivers/Linux/Siemens Ha gucka. ToBa MOXe Aa CTaHe No CNeAHUAT HaYuH:

user@system > su -

Enter password:

root@system # cd /

root@system # tar -xzvf

HiPath SIcurity Card API <version>.tar.gz

root@system # exit

3.1. M3nonseaHe Ha HiPath Slcurity Card API ¢ Bepcusa Ha PC/SC Lite no-
HoBa oT 1.2.9beta

MoHexxe PKCS#11 6ubnunotekata cbabpxkalla ce B HiPath Slcurity Card APl e
nunHkHaTa c libpesclite.so0.0.0.1 koaTo e yact ot PC/SC Lite 1.2.0. Npwn 3apexagaHe Ha
PKCS#11 mogyna onepauuoHHaTa cuctema ce onuTea ga otkpue 6ubnuorteka c ume
libpcsclite.so.0 (camo nbpBaTa undpa ce B3nma B npeasua). Cnen sepcus

1.2.9betaX PC/SC Lite cbabpka HoBa Bepcus Ha libpcsclite.so (libpcesclite.so.1.0.0).

To3n npobnem cbC 3aBUCUMOCTUTE MOXE Aa Ce peLumn Ypes CrnegHUTe CTbKK:
e Hamepete anpektopusaTa B KosTo € nHctanupaxa libpcsclite.so.1.0.0. Tosa
obukHoBeHo e /usr/lib nnu /usr/local/lib.
e Cb3ganTte HOBa cMMBOSTHA Bpb3ka oOT libpesclite.so.1.0.0 kbm libpesclite.so.0 B
Tas3un gupektopus (In -s libpcsclite.so.1.0.0 libpcsclite.so.0). ToBa 06MKHOBEHHO

n3nckea root npasa.
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4. U3non3BaHe Ha cMmapT KapTu Siemens c Thunderbird

3a [a wu3nonseate BalWeTO YAOCTOBEpPEHME 3a €eneKkTpOHeH Moanuc B
6asunpaHute Ha Mozilla nporpamu kato Firefox, Thunderbird, Seamonkey n Epiphany
TpabBa pa peructpupate PKCS#11 ©Oubnuotekata Ha Siemens B TaX.

Pernctpaumara B Thunderbird 1.5 ctaBa no crnegHuaT HaYmH:

Craptunpante Thunderbird n ot meHtoto ,Edit“ nsdeperte ,Preferences”, wpakHete

BbpXY ,Privacy“ n nsbepete ,Security”.

Thunderbird Preferences

B 214 ¢ @

General Display Composition | Privacy | Attachments  Advanced

[General] E-mail Scams] Anti—"u"irus] Passwcrds| Security |

Manage certificates, revocation lists, certificate verification and security
devices,

l Wiew Certiﬁcates] [ Fevocation Lists] l Veriﬁcatinnl

[ Security Deuicesl

N3bepeTe ,Security Devices” n HaTucHeTe ByTtoHa ,Load”:
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Device Manager

Security Modules and Devices Details Yalue
EINSS Internal PKCS #11 Module
?-"Generic Crypto Services
~Software Security Device

ElBuiltin Roots Module
“Builtin Object Taoken [

Load l

l Enable FIFPS l

&dox

N36epete PKCS#11 6ubnuotekata Ha Siemens ( /usr/local/lib/libsiecap11.so ):

Load PKCS5#11 Device

Enter the information for the module you want to add.

Module Mame: [New FPECS#11 Module l

Module filemame: [,.-’usr_.-’lucall.-*'lib,-’lihsiecap11.so ] [ Browse. ., l




y

Inful';lhntary

yn."MsaH Ba3zoB” N2 16, e1.6, Cocdus 1000, ten/dakc: (+3592)9210850, e-mail:support@infonotary.com

Cnep kato HaTucHeTe OK Baluata CMapT KapTa LWe ce NnodBu B CrIMCbKa C

yCTpOMCTBA:

Device Manager

Security Modules and Devices Details Yalue [ Log In l
EINSS Internal PKCS #11 Module Status Mot Logg...
%-"Generic Crypto Services Descrip... Omnikey ...
~Software Security Device Manufa...
ElBuiltin Roots Module HW Ver... 0.0 l Change Passwurd]
~Builtin Object Taoken FW Ver... 0.0 [ Load l
= Siemens PKCS#11 Module Label Infonotary

Manufa... Siemens ...
Serial M... JBFF2E57...
HW ver... 102.63 [ Enable FIPS l
F'W Ver,,, 200,8

“Infonotary

&dox

Ot 1031 Nposopel Mmoxete ga npomeHute NH-koga Ha cmapT-kKapTtaTta. 3a ga ro

Hanpasute nsbepete ,Change Password".

Change Master Password

Security Device: Infonotary

Current passward: ok ok ok l
MNew password: R l
MNew password (again):

I l

~ Password quality meter

[(FIIIIIIIIITITIIIIFIIIFI
| %Cancel| | ﬂOK
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BvBenete Tekywumsa cu NNH-kog B noneto ,Current password®, a B noneto ,New
password“ BbBegeTe HOBUS 1 0 BbBEAETE OTHOBO 3a NOTBbpXAeHWe B noneto ,New
password (again). ,Password quality meter” nokassa konko e curypeH HoBuat MNNH-

Koa.

3a pga Moxe ga noanuceate enekTPpoHHW cbobuleHust TpsibBa Oa MHcTanupare
Bepurata ot ceptucdumkatm Ha InfoNotary. ToBa moxeTte ga Hanpasute ot Certificate
manager-a Ha Thunderbird (Edit->Preferences->Privacy->Security->View
Certificates). Tam TpsibBa ga HatucHete OyTtoHa Import u ga pobasute hanina
InotaryCertChain.p12, konto moxete ga Hamepute B nankaTta certificates Ha aucka

CbC coqpTyep.

W Certificate Manager =
|Your Certificates | Other People's| Web Sites| Authorities |
You have certificates on file that identify these certificate authorities:
Certificate Name | Security Device B
E InfoNaotary PLC =
i-Notary TrustPath Data Encryption CA Software Security Device |
InfoMotary Registration Authorities CA Software Security Device
InfoMotary TrustPath CaA Software Security Device —
InfoMotary CSP Root Software Security Device
i-Motary TrustPath Walidated Identity CA Software Security Device =]
view | [_edit_ | [ import || Dpelete
@ ok
N3bepete onumusaTa , This certificate can identify mail users.”:
m Edit CA cCerthihcate trust sethings %

The certificate "InfoMotary CSP Root" represents a Certificate Authority.

Edit trust settings:

[]:This certificate can identify web sites.é

This certificate can identify mail users,

L] This certificate can identify software makers.

|%Cancel| | @OK |
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I

MoxeTe ga oTbenexute u apyrmte onudun, HO T€ He Ca AMPEKTHO CBbp3aHn C

noanncBaHETO Ha NMNCcMa 1 npoBepKaTta Ha noanuncu.

OcraBa ga acoummpare BalLusi NOLLEHCKM akayHT C YOOCTOBEPEHNETO 3a €NeKTPOHEH

noanunc, 3annmcaHo Ha CMapT- KapTaTa. ToBa cTaBa Mo CrnegHust HaumH:

Ot meHio ,Edit* > ,Account Settings® > ,Security”:

= Account Settings b4
=] i q
n:ran@lnfonot.ary.cnm Security
Server Settings
?---Copies & Folders To send and receive signed or encrypted messages, you should
~Composition & Addressing specify both a digital signing certificate and an encryption
~Offline & Disk Space certificate.
Mz"%tum Receipts ~ Digital Signing
ELocal Faolders Use this certificate to digitally sign messages you send:
“Disk Space [ l [ Select, .
Cutgoing Server (SMTP)
O
~ Encryption

Use this certificate to encrypt & decrypt messages sent to you:

| | select...

Default encryption setting when sending messages:

|'@|

[ FEE R ] -~ Certificates

[Eiew Certiﬁcates] lgecurity Devices]

l Remove Account ]

lRCancelH @dok ]
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N3bepete “Select” ot rpadpara “Digital Signing”. B HoBusi nposopey, u3beperte

= Select Certificate x

Certificate: [Infonotary:C6DB?268—ECD5—4106—93FC—414105FED1F.ﬂ\ [0A:66:18:08:45:95: A1:E1] ¢]

Details of selected certificate:

Issued to: CN=Ivan Petrov Ivanov+E=ivan@infonotary.com+DC=secemail-ca-t200603
Serial Number: 0A:66:18:08:45:95:A1:E1
Walid from 11.05.2006 12:55:57 to 11.05.2007 12:55:57
Issued by: C=BG+0=InfoNotary PLC+DC=secemail-ca-t200603+CN=i-Notary TrustPath Validated
E-mail CA - Test 2006 03+0U=i-Motary TrustPath Validated E-mail CA - Test 2006 03
Stored in: Infonotary

[RCancelH &dox ]

yAOCTOBEPEHMETO OT CMapT-kapTaTa u notebpaete ¢ OK.

Thunderbird we BW npegnoxu pga wu3non3eBate CbWOTO YAOCTOBEPEHME 3a
AeKpunTupaHe Ha CbobLEeHNs nanpaTeHn KbM Bac. AKO OTKaXeTe MOXe Aa 3agjajerte
yAOCTOBEPEHUE 3a AeKpUnTUpaHe Ha enekTPoHHN cbobLeHna ot ,Select” B rpadata

»Encryption®.

Mo aHanornyeH Ha4nH ce HacTpomBaTt octaHanute 6asupann Ha Mozilla nporpamu.
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